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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1. Claims 1-3, 6-7, 9-13, and 16-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kitchin (US 7130904 B2) in view of Ho (US 7151762 B1). 

Consider Claim 1, Kitchin teaches a security apparatus for a wireless LAN, 
comprising: a plurality of end stations; and a Public Access Point (PAP) (read as 
appears as multiple physical access points, Col. 6, lines 1-67) for providing a 
plurality of soft Basic Service Sets (BSS) from within a single physical access point (AP) 
(Col. 6, lines 1-15); wherein any number of said end stations can belong to a soft BSS 
(read as each BSS has a distinct MAC address, Col. 6, lines 20-23); wherein said 
PAP appears to said end stations as multiple physical access points, one AP for each 
soft BSS (Col. 6, lines 16-20). 
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Kitchin discloses soft service sets, logically virtual, however does not specifically 
disclose virtual. Ho discloses virtual (See abstract, Col. 4, line 6-15 and Col. 5, lines 
4-17), where Ho discusses virtual streams defining service sets). 

Therefore, it would have been obvious to one of ordinary skill in the art to modify 
Kitchin and have virtual sets as taught by Ho, thereby enhancing the quality of service 
of the network, as discussed by Ho (Col. 2, lines 27-37). 

Consider Claim 6, Kitchin teaches a security apparatus for a wireless LAN, 
comprising: a plurality of 802.1 1 end stations (Col. 6, lines 1-15); a Public Access Point 
(PAP) (read as appears as multiple physical access points, Col. 6, lines 1-67), said 
PAP comprising a personal (read as encrypted, Col. 6, lines 23-47) virtual bridged 
LAN (PVLAN) (read as discovery of the LAN by stations can be controlled and 
distinguished, Col. 4, lines 4-25) instantiated into a soft 802.1 1 Basic Service Set 
(BSS) from within a single physical access point (AP) (Col. 6, lines 1-7). 

Kitchin discloses soft service sets, logically virtual, however does not specifically 
disclose virtual. Ho discloses virtual (See abstract, Col. 4, line 6-15 and Col. 5, lines 
4-17), where Ho discusses virtual streams defining service sets). 

Therefore, it would have been obvious to one of ordinary skill in the art to modify 
Kitchin and have virtual sets as taught by Ho, thereby enhancing the quality of service 
of the network, as discussed by Ho (Col. 2, lines 27-37). 

Consider Claim 7, Kitchin teaches a secure wireless network, comprising: a soft 
802.1 1 Basic Service Set (BSS) (Col. 6, lines 16-20); a plurality of stations, each of 
said stations having a hardware (MAC) address (Col. 6, lines 20-23); all said stations in 
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said soft BSS sharing a group security association (Col. 6, lines 23-26); and one of said 
stations in said soft BSS comprising a public access point (PAP) (read as appears as 
multiple physical access points, Col. 6, lines 1-67). 
Kitchin discloses soft service sets, logically virtual, however does not specifically 
disclose virtual. Ho discloses virtual (See abstract, Col. 4, line 6-15 and Col. 5, lines 
4-17), where Ho discusses virtual streams defining service sets). 

Therefore, it would have been obvious to one of ordinary skill in the art to modify 
Kitchin and have virtual sets as taught by Ho, thereby enhancing the quality of service 
of the network, as discussed by Ho (Col. 2, lines 27-37). 

Consider Claim 2, Kitchin teaches the apparatus, said PAP provisioning a 
plurality of separate LAN segments (read as distinct physical media, Col. 4, lines 4- 
6) while providing separate link privacy and integrity for each of said LAN segments 
(Col. 6, lines 16-26). 

Consider Claim 3, Kitchin teaches the apparatus of claim 1 , wherein all of said 
end stations, and any local file servers and other devices associated with said LAN 
(client, subscriber, or class nodes, Col. 3, lines 5-35), are associated with a virtual 
access point; and wherein all virtual access points arise from a same physical PAP 
(read as appears as multiple physical access points, Col. 6, lines 1-67). 
Consider Claim 9, Kitchin teaches the network, wherein exactly one of said stations in 
said soft BSS is a public access point for bridging an 802.1 1 Wireless Medium (WM) 
and an 802.1 1 Distribution System Medium (DSM) (read as wired, Col. 4, lines 4-15). 

Consider Claim 10, Kitchin teaches the network, said group security association 
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further comprising: a unique unicast security association for every station in said soft 
BSS (Col. 6, lines 16-55); wherein said security association is shared between each 
station and said PAP of said softl BSS (Col. 6, lines 16-55). 

Consider Claim 11, Kitchin teaches the network, further comprising: a plurality of 
soft BSSs, wherein each softl BSS has its own identifier, (BSSID) (Col. 4, line 64-67 
and Col. 5, lines 1-9). 

Consider Claim 12, Kitchin teaches the network, said BSSID comprising: a 
virtual MAC address for said soft BSS (Col. 5, lines 45-67). 

Consider Claim 13, Kitchin teaches the network, wherein said PAP receives a 
frame from an 802. 11 Wireless Medium (WM) destined for one of its virtual MAC 
addresses (Col. 5, lines 11-67); and wherein said PAP transmits a frame to said WM 
using one of its virtual MAC addresses as a source MAC address of said frame (Col. 5, 
lines 11-67). 

Consider Claim 16, Kitchin teaches the network, wherein a PAP can belong to 
more than one soft BSS (Col. 6, lines 1-15). 

Consider Claim 17, Kitchin teaches the network, wherein any station that is not a 
PAP (read as is not equipped to appear as multiple logical access points so 
inherently can belong to at most one) can belong to at most one soft BSS (Col. 6, 
lines 16-20). 

Consider Claim 18, Kitchin teaches the network, further comprising: a virtual 
bridged LAN (VLAN) for bridging a softl BSS with another soft BSS by connection of 
each softl BSS s PAP (Figs. 2 and 3 and Col. 4, lines 53-67 and Col. 5, lines 1-10). 
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2. Claims 4-5, and 19-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kitchin (US 7130904 B2) in view of Ho (US 7151762 B1) and further 
in view of Meier (US 6847620 B1). 

Consider Claim 4, Kitchin teaches the apparatus, further comprising: a plurality 
of PAPs (read as a plurality of access points, Col. 4, lines 53-67), except that it does 
not specifically teach and a location-update protocol (read as protocol data units, PDUs) 
for updating forwarding tables of bridges that connect said PAPs together. 

However, Meier teaches a location-update protocol (read as protocol data units, 
PDUs) for updating forwarding tables of bridges that connect said PAPs together (Col. 
4, lines 44-57). 

Therefore it would have been obvious to one skilled in the art at the time of the 
invention to incorporate the teachings of Meier into Kitchin to aid in the building of a 
spanning tree (Col. 4, lines 53-57). 

Consider Claim 5, Kitchin teaches the apparatus, further comprising, except that 
it does not specifically teach a fine bridging method (utilizing an 802.1 Q bridge 
procedure) for limiting communications between all said end stations that belong to a 
soft BSS. 



Application/Control Number: 10/754,402 Page 7 

Art Unit: 2617 

However Meier teaches a fine bridging method (utilizing an 802.1Q procedure) 
for limiting communications between all said end stations that belong to a soft BSS 
(Col. 4, lines 23-43). 

Therefore it would have been obvious to one skilled in the art at the time of the invention 
to incorporate the teachings of Meier into Kitchin to aid in assignment of unique 
identifiers (Col. 4, lines 23-27). 

Consider Claim 19, Kitchen teaches the network, wherein except that it does not 
teach wherein the PAP of each soft BSS connects to a Distribution System (DS) via a 
trunked or untagged port of a VLAN-aware bridge. 

However, Meier teaches wherein the PAP of each soft BSS connects to a 
Distribution System (DS) via a trunked or untagged port of a VLAN-aware bridge (Col. 
3, lines 6-50 and Fig. 1, line 102). 

Therefore it would have been obvious to one skilled in the art at the time of the 
invention to incorporate the teaching of Meier into Kitchin to aid in logically isolating 
broadcast domains (Col. 3, line 10). 

Consider Claim 20, Kitchin teaches the network, wherein except that it does not 
teach wherein frames transmitted to said DS carry VLAN tags known to a Distribution 
System Medium (DSM). 

However, Meier teaches wherein frames transmitted to said DS carry VLAN tags 
known to a Distribution System Medium (DSM) (Col. 3, lines 6-67 and Col. 4, lines 1- 
5). 
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Therefore it would have been obvious to one skilled in the art at the time of the 
invention to incorporate the teaching of Meier into Kitchin to aid in logically isolating 
broadcast domains (Col. 3, line 10). 

Consider Claim 21, Kitchin teaches the network, except that it does not teach the 
network wherein said PAP maintains a DSM VLAN mapping (a method for isolating) 
that maps a VLAN tag to a soft BSS identifier (BSSID) (Col. 3, lines 6-21). 

3. Claims 14, and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kitchin (US 7130904 B2) in view of Ho (US 7151762 B1) and further in view of 
Cervello (US 2002/0071448 A1). 

Consider Claim 14, Kitchin teaches the network, further comprising: a plurality of 
soft BSSs supported by a shared TSF (Timing Synchronization Function)(Col.6, lines 
48-67), except that it does not specifically teach DCF (Distributed Coordination 
Function), and, optionally, a PCF (Point Coordination Function), at a single PAP. 

However, Cervello teaches DCF (Distributed Coordination Function), and, 
optionally, a PCF (Point Coordination Function), at a single PAP (Fig. 3 and Pg. 2, 
[0017]). 

Therefore it would have been obvious to one skilled in the art at the time of the 
invention to incorporate the teaching of Cervello into Kitchin to aid in efficient accessing 
of the wireless medium (Pg. 2, [0016]. 
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Consider Claim 15, Kitchin teaches the network , each PAP further comprising, 
except that it does not specifically teach the network , each PAP further comprising a 
single NAV (Network Allocation Vector) and PC (Point Coordinator). 

However, Cervello teaches the network, each PAP further comprising a single 
NAV (Network Allocation Vector) (Pg. 2, [0017]) and PC (Point Coordinator) (Pg. 2, 
[0017]). 

Therefore it would have been obvious to one skilled in the art at the time of the 
invention to incorporate the teaching of Cervello into Kitchin to aid in efficient accessing 
of the wireless medium (Pg. 2, [0016]. 

4. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kitchin 
(US 7130904 B2) in view of Ho (US 7151762 B1) and further in view of Beach (US 
2003/011 2820 A1). 

Consider Claim 8, Kitchin teaches the network, said group security association of 
each station comprising: an encryption key (Col. 6, line 37), except that it does not 
specifically teach and an authentication code key. 

However, Beach teaches an authentication code key (read as authentication 
protocols, Pg. 11, [0150]). 

Therefore it would have been obvious to one skilled in the art at the time of the invention 
to incorporate the teaching of Beach into Kitchin to increase security efficiency (Pg. 11, 
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Allowable Subject Matter 

5. Claims 43-47 are allowed. 

6. Claims 22-25 and 26-42 and 48-49 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 



Conclusion 



Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 



Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shannon Brooks whose telephone number is (571) 270-1 1 15. 
The examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nick Corsaro can be reached on (571) 272-7876. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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